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location-based services. Researchers have proposed various IP geolocation algorithms with different implementation
principles to cater to different network scenarios. However, maintaining an ideal geolocation effect proves challenging
for these algorithms in diverse network scenarios. Three typical implementation principles for IP geolocation based on
network measurement were introduced. The advantages and disadvantages of these methods in various network
scenarios were analyzed, and an adaptive IP geolocation framework specifically tailored to target network scenarios was
proposed. The geolocation framework was functioned as follows: initially, a preliminary city-level location estimation
was obtained by comparing the target’s location with the landmark database. Then, detection sources were deployed in a
distributed manner, and information such as delay, topology and same subnet landmarks for the target city was gathered
to determine the network scenario. Finally, an appropriate geolocation method was employed to accurately estimate the
target’s location according to the identified network scenario. Through simulation geolocation experiments in 11 cities
of China, the multi-level performance of various IP geolocation methods supported by landmark data of different
quantities and distributions was evaluated. The results indicate that the proposed framework achieves a city-level
geolocation success rate of 96.16% and a median error of 4.13 km for street-level geolocation. Moreover, the
framework demonstrates stable geolocation performance across different conditions, including varying same subnet
landmark numbers and target accessibility. These experimental findings validate the effectiveness of the proposed

framework and offer novel insights for IP geolocation research.
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and delay analysis
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Figure 9 Example of difference in distribution range caused by the
number of landmarks
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Figure 10  Statistics on the number of same subnet landmarks in four
Chinese cities
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Figure 11  The relationship between the number of same subnet
landmarks and the number of topology nodes
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Figure 12 The relationship between the number of same subnet
landmarks and geolocation errors
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quantity and density of same subnet landmarks
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Figure 17 Comparison results of city-level geolocation success rate
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Table 2 Geolocation errors with variable number of
same subnet landmark

E LR ZE/km
bR HE
RMP-Geo DDT-Geo PBG ARHELE
1 18.39 17.39 14.06 16.29
2 16.56 12.77 13.82 12.04
5 12.43 9.41 13.89 8.16
10 10.86 8.47 14.63 6.32
20 8.68 8.16 14.42 5.99
50 7.38 6.95 14.10 452
75 6.53 6.29 13.20 3.99
100 5.98 5.82 13.01 3.24
150 5.88 479 13.64 2.46
200 522 4.16 13.79 2.05
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Table 3 Geolocation errors with variable
target accessibility

TE 1% 72 /km
H AR ]Ik 5 B
RMP-Geo  DDT-Geo PBG  AICHER
100% 5.96 4.19 12.82 4.01
80% 6.56 4.60 13.89 4.07
60% 7.34 5.10 13.52 3.66
40% 9.31 5.68 12.33 3.88
20% 12.14 6.41 13.02 4.07
0 14.53 9.09 13.10 3.94
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Table 4 Geolocation success rate with variable
target accessibility

SE R Eh 2R
HARwT ik o b
RMP-Geo DDT-Geo PBG AICHESE
100% 91.8% 91.8% 97.6%  99.8%
80% 85.4% 85.4% 97.1%  99.8%
60% 80.8% 80.8% 95.2%  99.1%
40% 73.4% 73.4% 94.7%  98.4%
20% 69.8% 69.8% 94.1%  98.2%
0 64.3% 64.3% 92.5%  97.4%
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